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Statutory Compliance: Keeping Children Safe in Education (KCSIE 2026), DfE Digital and Technology Standards for Filtering and Monitoring, UKCIS *'Sharing Nudes and Semi-Nudes'*, Data Protection Act 2018 / UK GDPR.
Whole-School Approach & 4 Key Risk Categories
Hillsgrove Primary School enforces proactive filtering, real-time monitoring, and curriculum education across the 4 Cs of online safety:
Content: Exposure to illegal, age-inappropriate, or harmful material (including CSAM, pornography, fake news, radicalisation, self-harm, and harmful AI-generated content).
Contact: Exposure to harmful interactions (grooming, adult coercion, commercial exploitation, online pressure).
Conduct: Personal digital behaviour causing harm (cyber-bullying, harassment, non-consensual sharing of explicit nudes/semi-nudes, deepfake creation).
Commerce: Online gambling, phishing, unauthorized in-app financial transactions, identity theft.
Technical Filtering and Real-Time Monitoring (Senso.cloud)
The school deploys Senso.cloud as its automated filtering and monitoring architecture across all school networks and managed devices:
Active Web Blocking: Automatic blocking of CSAM, terrorist content, adult material, proxy bypass sites, unverified generative AI applications, and gambling domains.
Proactive Visual & Keyword Monitoring: Continuous scanning of desktop sessions, typed text, visual displays, and cloud platforms (including Microsoft Teams) for terms related to self-harm, weapon search, suicide, misogyny, and grooming.
Instant Incident Escalation: High-risk keyword or visual alerts generate real-time automated notifications directly to the Designated Safeguarding Lead (DSL) and CPOMS system.
Annual System Audit: The SLT Lead, DSL, and IT Manager conduct an annual recorded review of filtering effectiveness in accordance with DfE standards.

Nudes, Semi-Nudes, and AI Deepfakes Protocol
Zero Tolerance: Severe sanction applies to the creation, possession, or distribution of explicit or AI-generated sexual imagery (*deepfakes*).
Viewing Restriction: Staff receiving reports of explicit image sharing must never view, copy, download, or forward the image. The device must be secured immediately and escalated to the DSL for law enforcement coordination.
Device Search and Confiscation Powers
Under the Education Act 2011 and DfE guidance, authorized SLT members possess statutory authority to search pupil electronic devices without consent where reasonable grounds exist to suspect the device contains prohibited, harmful, or illegal material.
APPENDIX 1: Staff Online Safety Training Self-Audit
Staff Member Name: __________________________________ Date: ____________
	Audit Question
	Yes / No
	Comments / Notes


Do you know the named DSL responsible for Online Safety? | |
Are you aware of how pupils can abuse peers digitally? | |
Do you know how to record online safety alerts on CPOMS? | |
Are you familiar with the Staff Acceptable Use Agreement? | |
Do you actively supervise pupil screen time during lessons? | |
Do you require further training on AI safety or cyber risks? | |
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